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Abstract—The operational lifetimes of SoC and
microprocessors face growing threats from technology scaling
and increasing device temperature and power density. In-field
(or on-line) testing of NoC-based SoC is an important technique
in ensuring system integrity throughout this potentially shorter
lifetime. Whether in-field testing is conducted concurrently
with normal applications or executed in isolation, application
intrusion must be minimized in order to maintain system
availability. Specialized infrastructure IP have been proposed
to manage on-line testing by scheduling tests and delivering test
vectors to the various cores within the SoC from a centralized
location.

However, as the number of cores integrated into a single
chip continues to increase, issuing test vectors from a
centralized location is not a scalable solution. These increased
distances that test vectors must travel have become a major
concern for on-line testing because of its direct impact on
application intrusion in terms of energy consumption, network
load, and latency. In this paper, we apply a distributed storage
technique to bound and minimize this distance, thereby
minimizing network load, energy consumption, and test
delivery latency across the entire network. Our experiments
show that test delivery latency and energy consumption is
reduced by approximately 90% for moderately sized NoC.

[. INTRODUCTION

Multi-core systems-on-chip (SoC) using on-chip busses
have become standard architectures for embedded systems
as designers seek higher performance despite strict power
limitations and time-to-market pressures. As integration
continues to increase, the bus-based communication amongst
the many cores becomes the primary system bottleneck. To
address this concern, multi-hop networks-on-chip (NoC)
were proposed as an alternative communication structure
offering scalability, higher utilization, and re-usability [1],
[2]. First generation NoC-based SoC have already been
developed and produced for the server and embedded
systems markets. Examples of these systems include
Tilera’s TILE64 [3], based on MIT’s RAW architecture [4],
and Intel’s Terascale SoC [5].

In order to guarantee system integrity during operation,
on-line (or in-field) testing strategies have been developed
by wvarious researchers [6]-[9]. The most prominent
constraint of on-line testing, when compared to standard
manufacturer testing, is the absence of external automatic
test equipment (ATE) connected to the SoC which manages
test vector delivery, scheduling, and results comparison. In
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this absence, test vectors and additional design for test
(DFT) structures must be present on-chip.

On-line IP core testing, whether done concurrently with
applications or as an isolated process, is an expensive task in
terms of power consumption and performance degradation
[8]. Performance degradation is especially critical during
concurrent testing when the applications are subject to real-
time constraints.

To further complicate this problem, current research has
shown that as on-chip networks grow in size, power
consumption and latency related to delivering test vectors
across the chip becomes prohibitive when test vectors are
stored in a central location [6]. In order to mitigate these
constraints, storing test vectors in multiple locations within a
single chip has been proposed; however, there has been no
formal analysis on how best to distribute these tests.

On-line testing must minimize intrusion into the running
applications. We consider intrusion to be the additional
network traffic, energy consumption, and core test time.
Each of these burdens is directly related to the distance that
test vectors must travel across the network — the proximity
of the test source to each core to be tested. The most
extreme solution to minimizing the distance between test
source and each core is to simply replicate the necessary test
vectors across all cores in the network. Although network
traffic overhead and its related energy costs are essentially
reduced to zero, this is clearly not an attractive solution in
regards to storage requirements.

This discussion leads us to the central question addressed
by this paper. As the number of cores on a chip, and the on-
chip networks connecting these cores, continue to grow, how
should a system designer store and distribute test vectors
within a SoC such that each core can access all test vectors
within a bounded distance? By bounding the distance that
test vectors must travel, on-line test intrusion can be
controlled and estimated accurately, leading to a more
reliable and available safety-critical system.

In this paper, we present a distributed test vector storage
technique for safety-critical SoC using a torus-based on-chip
network that can accommodate storage, power, latency, and
availability constraints in an optimal fashion. The on-chip
networks we study in this paper focus on the 2D-torus
topology — a popular topology in research and in practice
due to its efficient hardware implementation, small diameter,
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and simple routing. The main contributions of this paper are
the following:

* Proposes the use of a formalized, fully distributed
storage technique (t-interleaving on tori) fto bound the
distance test vectors travel within the network,
reducing on-line test intrusion

e[llustrates the importance of bounding the distances
test vectors must travel within an SoC, and the design
trade-offs between this delivery distance and storage
costs

*Applying this scheme can reduce test delivery latency
and energy consumption by approximately 90% and
total network load by 76% for the moderately sized
NoC simulated in our experiments

The rest of this paper is organized as follows. Section 2
provides preliminary information of NoC-based SoCs, on-
line testing, and distributed storage theory. Section 3
describes the experimental setup used to measure the
performance of delivering test vectors using the standard
single-source approach and the described distributed storage
technique. Section 4 presents our analysis of distributed test
vector storage in terms of network traffic load, test delivery
latency, required energy consumption, and on-chip storage
requirements for various SoC configurations. Finally,
Section 5 summaries this work and describes future
directions for research regarding this technique.

II. PRELIMINARIES

A. Networks-On-Chip

Networks-on-Chip (NoC) have been identified as
effective communication infrastructures for many-core
SoCs, replacing traditional bus-based communication that
limits scalability, availability and performance [1,2]. Typical
architectures consist of intellectual property (IP) cores
embedded in network tiles that interface to the NoC via
core-network interfaces (CNI). On-chip routers route
communication between network tiles providing multi-hop
communication between source and destinations. Fig. 1
illustrates the typical NoC architecture used in this research.

A variety of topologies for on-chip network were studied
by researchers, including mesh, torus, ring, fat-tree, and
circulant graphs [11], [12]. In this research, we focus solely
on the popular 2D-torus topology. However, the techniques
presented in this paper can be generalized to any regular
network topology for which a distance metric is defined.
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Fig.1. NoC Architecture with 2D 4x4 Torus Topology

B. In-Field Testing with NoC

In [10], the researchers analyzed the costs and benefits of
reusing the NoC as a test access mechanism (TAM) for each
core in the network. This was proposed as a response to the
increasing difficulty of accessing deeply embedded cores
within a SoC. It was shown that a NoC is indeed a feasible
TAM due to minimal overheads; however, it was noted that
test delivery times (and power consumption) depend on the
distance between the test source and the core to be tested.
Additionally, this variability in test delivery time may not be
fully understood, since relatively small 5x7 and 4x8 2D-
torus topologies were studied in that research.

Using the NoC as a test delivery infrastructure,
researchers have proposed reusing infrastructure IP (I-IP)
designed originally for manufacturer testing as a tool for on-
line testing of the system [13],[14].

Taking this concept a step further, [7],[8] constructed a
Test Infrastructure IP (TI-IP) capable of managing test
scheduling, delivery, and intrusion for concurrent on-line
test (COLT) of the SoC. COLT allows cores in the SoC to
be tested in the presence of normally executing applications
to maximize system availability. Due to the real-time
constraints of these applications, COLT is extremely
sensitive to application intrusion.

In a centralized test vector storage scheme, energy
consumption, network load, and test delivery latency
become dependent on the distance of the core under test to
the TI-IP. Aside from the obvious scalability issues, this
increases the complexity (and potentially decreases the
accuracy) of calculating intrusion costs of on-line testing by
the TI-IP. Ultimately, this may negatively affect the
availability of the system. This motivates the need to bound
test delivery distances for all cores in the SoC.
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C. File Distribution in Torus Networks

This paper focuses on NoC based on the 2D-torus
topology, also known as a k-ary 2-cube (Q,"). As the
Hamming metric has been shown to efficiently describe
relationships between nodes in hypercubes, the Lee metric
has been shown to be a natural description of distances
between nodes in tori [15].

The Lee metric for a 2D-torus of size n x n can be
described as follows:

w; (A) = min(ay, n — ap) + min(a,, n — a,)

M
d;(A,B) = w (A—B)

Where wy is the Lee weight of a node A within the 2D-
torus, and a, and a; are the node’s positions in the two
dimensions. d; is the Lee distance between two nodes in a
torus, and like the Hamming distance, it is simply the weight
of the difference between the two nodes. The Lee distance
between two nodes can be intuitively described as the
number of hops between two nodes in a torus topology. For
a more in-depth discussion of the torus topology and their
properties, please refer to [15,16].

Understanding the role of Lee metrics in tori is important
when considering how to optimally distribute a file across a
2D-torus topology. Any test vector distribution scheme that
bounds test vector delivery to each core must ensure that the
complete set of test vectors are within a certain Lee distance
to each core. We will now discuss how to distribute test
vectors across a torus in more detail.

A file F (in our discussion, F is a set of test vectors) can
be evenly divided into a set of file segments: F =
(Fo,Fy,...,Fn).  Each core can reconstruct the file F by
retrieving the file segments from each of its neighbors within
a radius r. It is necessary that for each core in the 2D-torus,
all cores within that radius store a distinct file segment in
order for the complete file F to be reconstructed.

As an example, Fig. 2 depicts an arbitrary core in a large
2D-torus which is storing file segment Fq of 13 total file
segments. The neighboring cores within the radius » = 2
store the remaining 12 file segments. When all 13 nodes are
combined, a Lee sphere is created, and each node within that
Lee sphere contains a distinct file segment. It can be clearly
seen that the core at Fg can access the entire file F by
retrieving data from its neighbors within the radius 7.

In order to guarantee every node in the 2D-torus can also
access the entire file within the same radius, the Lee sphere
centered at each node must contain nodes with distinct file
segments. The file F must therefore be replicated across the
entire torus in a spherical manner such that this constraint is
satisfied.
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Fig. 2. A core at F; retrieving all file segments within radius 2

An alternative way of viewing this problem is to realize
that replications of the same file segment F; can be no closer
than 2r + 1 hops apart.

In [17], this problem has been solved through #
interleaving on tori. t-interleaving on tori is formally
defined as:

“Let G be a graph. By an interleaving, we will mean a
vertex coloring, as follows. We say that G is interleaved
(or there is an interleaving on G) if each vertex of G is
assigned one of a finite number of distinct colors. We
say that G is t-interleaved (or there is a t-interleaving on
G) if every set of t vertices, forming a connected
subgraph of G, is colored by t distinct colors.” [17]

In [17], |Sy, the size of a Lee sphere with diameter 7, has
been proven to be the lower bound on how many file
segments must be used to create a t-interleaving on a torus,
and |S;| must divide » for a n x n 2D-torus to be a perfect, or
optimal, t-interleaving. = This paper studies perfect t-
interleavings over tori; however, non-perfect t-interleavings
can still achieve tight bounds on test delivery distances.

Looking back at Fig. 2, we see that the core storing file
segment F¢ is at the center of a Lee sphere of radius r = 2,
created by a 5-interleaving on that torus (|Ss| = 13).
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Fig. 3. 3-interleaving on 5x5 2D-torus




Fig. 3 depicts another example of t-interleaving on a
smaller torus. Specifically, it depicts a perfect 3-interleaving
on a 5x5 2D-torus. By observation, this example shows that
any node within the graph can reach all colors within 1 hop.
It also shows that nodes of the same color (or number label)
are no closer than 3 hops apart. Another way to view this
interleaving is to see that every node is the center of a Lee
sphere of radius 1, and each Lee sphere contains 5 nodes
with distinct colors (or numbers).

By using t-interleaving on tori for on-chip test vector
storage, it is proven that any core in the network can access
the complete set of test vectors within a defined radius.
Bounding this test delivery radius for each core not only
guarantees scalability, but on-line test intrusion can be much
more easily estimated. The level of intrusion for each core
no longer depends on proximity to the test source,
simplifying scheduling decisions for on-line testing.

D. Systems with Heterogeneous Cores

It is apparent that the advantages of using this storage
technique are maximized when all cores in the system are
identical, or homogeneous, and the advantages are
minimized when all the cores are different, or
heterogeneous. This due to the fact that only a single set of
test vectors is stored across the entire system, but multiple
sets of test vectors may be required to test a multitude of
varying cores.

This is a well-known problem in circuit testing, and
various solutions have been proposed in research over the
past decade. These solutions, such as broadcast scan [18]
and Illinois scan [19], use a technique called pattern sharing
which exploits the fact that deterministic test vectors are
mainly composed of “don’t care” bits. In fact, only 1% to
5% of the bits in a typical test vector are specified [20].
Therefore, differing test vector sets for heterogeneous cores
can be combined into a single test vector set.

III. EXPERIMENTAL SETUP

To measure the performance of using this distributed test
vector technique, we simulate a NoC-based SoC using the
NoCSim on-chip network simulator [21]. NoCSim is a
SystemC cycle-accurate simulator which models IP cores,
on-chip routers, CNI, and network links for any network
topology to form a complete system.

The simulated on-chip network utilizes 64-bit links, and
each IP core can transmit information in 64-byte packets.
The test vector sets used in all experiments are 256KB in
size; therefore, 4096 packets of information are transmitted
from test source to test sink. The measurement of energy
consumption is based on energy models developed in [22]
which considers a system operating at 1GHz using 180nm
technology.

Four systems are constructed for our experiments: a 25-
node SoC in a 5x5 torus topology, a 64-node SoC in a 8x8
torus topology, a 100-node SoC in a 10x10 torus topology,
and a 169-node SoC in a 13x13 torus topology. For each

system, we simulate the behavior of delivering test vectors
to each node in the system using a standard single-source
approach and the previously described distributed technique
based on t-interleaving.

For the 5x5 and 10x10 torus systems, 3-interleaving is
used to distribute the test vectors across the network; the test
vector set is split into 5 pieces, and each node can access all
test vectors within 1 hop. For the 8x8 torus, 4-interleaving is
used, therefore the test vector set is split into 8 pieces, and
each node can access all test vectors within 2 hops. Finally,
the 13x13 torus system uses S-interleaving to distribute the
test vectors. In this scheme, the test vector set is split into 13
pieces, and each node can access all test vectors within 2
hops.

IV. PERFORMANCE ANALYSIS

For this analysis, we calculate network load and measure
test delivery latency and energy consumption assuming a
test vector volume of 256KB. The actual test volume is not
the focus of this research and it is only used for illustrative
purposes.

A. Network Load

For evaluating total network load of test vector delivery
on a 2D-torus NoC-based SoC, we use equations developed
in [23] to analyze network requirements. Separate equations
were derived for single-source test vector delivery and
distributed test vector delivery.

Using these equations, Fig. 4 shows the reduction in total
network load when using t-interleaving compared to single
source test storage. For the 5x5 and 10x10 tori, 3-
interleaving was used, whereas 4-interleaving and 5-
interleaving was used for the 8x8 and 13x13 tori,
respectively. The greatest network load reduction of 76%
can be observed for the 13x13 torus. Greater network load
reductions can be achieved for larger tori due to the ever
increasing test vector delivery distances of the centralized
scheme.

B. Latency

Test delivery latency was measured as the time from the
IP core test source issuing the first test vector packet to the
time the IP core test sink receives the last test vector packet.
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Fig. 4. Network load comparison as network size increases
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Fig. 5. Effect of NoC size on average test delivery latency

Fig. 5 illustrates the effect of NoC size on average test
vector delivery latency for both the single-source method
and the distributed storage technique. It is clear that average
test vector delivery latency is directly affected by network
size for the single-source method; average test delivery
latency increases from 159us for the 5x5 torus to 307us for
the 13x13 torus. For safety-critical systems that must test,
diagnose, and repair faulty components within milliseconds,
this large delay in delivering test vectors may be
unacceptable.

Fig. 5 also shows that test vector delivery latency is not
sensitive to network size when using distributed test vector
storage. For all network sizes simulated, test delivery
latency is approximately 20us. This translates into a latency
reduction of 85% for the 5x5 torus to a 94% latency
reduction for the 13x13 torus.

This dramatic reduction in latency is attributed to two
factors. The average distance test vectors travel is reduced
when using the distributed storage technique. This confirms
previous findings that distance directly affects latency.
Additionally, test vectors are issued from multiple test
sources; this exploits the parallelism and bandwidth
available in a point-to-point on-chip network.

Fig. 6 depicts the growing variation in test delivery time
as NoC size increases. Intuitively, this is caused by growing
variation in distance between test source and sink as the
network size increases. For instance, in a 5x5 torus network,
the distance between test source and sink is between 1 hop
and 4 hops. However, in a 13x13 torus network this distance
could be between 1 hop and 12 hops. Since test delivery
latency is directly related to the distance test vectors travel,
the increasing variation in distance leads to an increasing
variation in latency. Fig. 6 shows that the standard deviation
in latency increases by 285% between the 5x5 and 13x13
tori.

This increasing variation in latency complicates any in-
field testing strategy that uses centralized test storage. Since
any decision to apply a test during operation is based on the
application intrusion, a test controller must separately
consider the location for each IP core to be tested.
Additionally, this increasing variance in latency shows that
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Fig. 6. Effect of NoC size on single-source test delivery latency deviation

Table 1. Average Test Delivery Energy Consumption (pJ)

2D-torus size Single-Source Distributed
5x5 1522.33 256.55
8x8 7533.08 804.00
10x10 16382.66 1646.50
13x13 40001.61 2703.00

test delivery time becomes increasingly uncertain as test
delivery distance grows. This makes any decision to apply
tests over long distances during operation a risky proposition
for safety-critical applications.

C. Energy Consumption

The energy consumed by the on-chip network resources
was also measured during simulation to assess the energy
and power requirements of transmitting test vectors between
cores on a chip.

Table 1 describes the energy reduction possible when test
vectors are distributed across a chip. The smallest system
simulated, the 5x5 torus, shows that the average energy
required to transmit test vectors from source to destination is
reduced by 83%. This reduction increases with torus size,
and the largest torus simulated, the 13x13 torus, shows a
93% reduction in energy consumption. This large reduction
in the energy required to deliver test vectors to IP cores
across the chip is extremely important for low-power and
energy conscious designs which are becoming increasingly
prevalent in embedded and safety-critical systems.

D. Scalability and Redundancy

For an n x n 2D-torus, the amount of redundancy
introduced into the network through perfect t-interleaving is
described by the following equation:

ro )

This equation simply computes the number of Lee spheres
embedded within the torus.
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Fig. 7. Storage redundancy for various tori using distributed test vector
storage

Fig. 7 shows the redundancy requirements for various t-
interleaving schemes over different size 2D-tori using
equation 2. In fact, for any » x n 2D-torus, the minimum
required level of redundancy for a perfect t-interleaving is
simply 7 since |S;| must divide 7.

In Fig. 7, it is observed that the larger 13x13 torus
requires less redundancy than the smaller 10x10 torus. This
is due to the fact that 3-interleaving is used for the 10x10
torus (Lee spheres of size 5 are created), and S-interleaving
is used for the 13x13 torus (Lee spheres of size 13 are
created). The 10x10 torus configuration contains 100 total
nodes, and the test vectors are replicated across the 20
spheres created. The 13x13 torus configuration has 169 total
nodes, and the test vectors are replicated across the 13
spheres created. Therefore, tests are replicated seven more
times in the 10x10 torus configuration than the 13x13 torus
configuration.

If less redundancy is desired, a designer may simply
construct a sub-optimal t-interleaving over a torus. Another
method to reduce redundancy requirements is to store file
segments in only some nodes while still bounding test
delivery distance. However, the main limitation of on-line
testing noted in research literature has been test delivery
distance and not storage.

V. CONCLUSIONS

In this paper, we have described using the t-interleaving
technique to optimally distribute test vectors across a SoC to
minimize the impact of in-field testing. By minimizing and
bounding the distances test vectors must travel across a chip,
system designers can better understand how testing will
intrude into system applications. Additionally, test vector
delivery latency and energy consumption is dramatically
reduced, allowing for thorough in-field testing to be used in
low-power and energy efficient systems.

Future directions for this research include studying
various test scheduling techniques which account for this
storage technique, further simulations using case studies of
specific IP cores and their generated test vectors, and
extending this technique to be used in topologies other than
the 2D torus.
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