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Abstract

Functionalverificationof systemsis aimedat validating
the integration of previouslyverifiedcomponents.It deals
with complexdesigns,andinvariablysuffersfromscarcere-
sources.We presenta setof methods,collectivelyknownas
testingknowledge, aimedat increasingthequality of auto-
maticallygeneratedsystem-level test-cases.Testingknowl-
edge reducesthe time and effort required to achieve high
coverageof theverifieddesign.

1 Intr oduction

Functionalverification is acknowledgedas the bottle-
neckin the hardwaredesigncycle. Simulationis themain
functionalverificationvehiclefor largedesigns,andthere-
fore stimuli generationplaysa centralrole in this field. In
this paper, we presenta setof methodsaimedat improving
thequalityof automaticallygeneratedtest-casesfor system-
level verification.WeusethetermTestingKnowledge (TK)
to referto suchmethodsthataregeneric,andthatareuseful
for a avarietyof hardwaresystems.

Coverageis our primemeasurementfor stimuli quality.
Ultimately, highercoveragemeansbetterchancesof expos-
ing a bug. TK targetsareasthatare,becauseof their inher-
ent complexity, bug prone,andconsequentlyincreasesthe
coveragefor many typical coveragemodels.

Theideaof TK waspreviously implementedin test-case
generatorsorientedattheverificationof processors[1, 3,4].
We are not aware, however, of a significanteffort to de-
velopasetof TK mechanismsfor thesystemlevel. General
purposeverificationenvironments,suchasSpecman, Vera,
andTestBuilderprovide meansfor implementingTK. This
is typically donein the form of non-mandatory(or ’soft’)
constraints.However, the’softconstraint’mechanismalone
doesnotcontainany semanticknowledgeof theverifiedde-
sign.

Thecontributionof thispaperis threefold:first,weintro-
ducetheconceptof TK asacentralelementof systemveri-

ficationmethodology. Second,wepresentin aunifiedman-
ner a setof TK mechanismswe found useful. And third,
Theactor choicepatternTK mechanismpresentedtowards
theendof section3 is novel.

2 Moti vation: TK and SystemVerification

TestingKnowledge Thestimuli generationlayerof aver-
ification environment can be roughly partitionedto two:
knowledgeabout the specificationof the verified system,
and knowledgeaboutthe way it shouldbe verified. The
former definesthe setof valid teststhat canbe injectedto
theDesignUnderVerification(DUV). Thelatter, whichim-
plementsthe verification plan, is a mixture of two types
of information: the first determinesthe main specification
of the teststo be generated.It is expressedthrough’ test-
templates’of the form “100 transactionsof typeA, and50
transactionsof typeB”. Thesecondaimsat increasingthe
quality of all the generatedtest-cases,andcontainsstate-
mentsof the type “by default, the ratio betweenvalid and
erroneoustransactionsshouldbe4:1”—this is whatwe re-
fer to asTK.

Given a test-templateas input, a randomtest-casegen-
eratorproducesasetof distincttest-cases,all satisfyingthe
requirementsspecifiedin the test-template.In mostcases,
generatinghigh-quality, complex scenarios,requirecom-
plex test templates. Developing thesetest-templatesis a
costlyeffort: this createsan incentive to move someof the
burdenfromthetest-templatesto thetesting-knowledge.By
doing so, we allow all the generatedtests,and not just a
small fractionof them,to benefitfrom the intelligenceim-
plementedin acomplex test-template.

In principal, randomstimuli generationenvironments
producetest-caseswhich are uniform over the domainof
valid test-cases.TK biasesthe randomselectionof test-
casestowardsareasthathave higherchancesof increasing
coverageandexposinghardwarebugs.

SystemVerification A ’system’ is a set of components
connectedusingsomesortof interconnect,capableof per-



forming a given setof transactions. Componentsmay in-
cludeprocessorsandotherprocessingelements,memories,
bridges,DMA engines,etc. An exampleof a transactionis
aMemoryMappedI/O (MMIO).

Systemverificationdeals,in essence,with thevalidation
of theintegrationof severalpreviouslyverifiedcomponents
(cores,IP), and it copeswith threemajor challenges:(a)
large designs;(b) intricate systemspecifications,and (c)
limited resources,andspecificallyshortschedules.

A main direction consideredas a possiblesolution to
thesechallengesis reuse.Checkers(e.g.,assertions)written
for lower level interfacesandcomponentscanbereusedat
thesystemlevel. Thesameis truefor BusFunctionalMod-
els (BFMs): a BFM written for theverificationof a PCI/X
core,for example,canbereusedto injectinputto thesystem
asawhole.

TK embodiesanothertype of reuse. Here, we gain
knowledgeaboutprone-to-bug areasin one system(or at
theunit-level),andreusethisknowledgefor theverification
of others.An evenstrongerform of reusemaybeachieved
if thestimuli generatoritself allows the integrationof gen-
eralTK for aspecificdomain(e.g.,systemsor SoCs).

Throughtheseforms of reuse,andby cuttingdown the
numberof requiredtest-templates,TK reducesthe costof
implementinga testplan. In many cases,a complex cov-
eragemodelcannotbecoveredby purerandomgeneration.
Theverificationteamthenfacestheneedto developa large
setof highly constrainedtest-templateto attackthedifferent
’corners’ of this model. The ideaof TK offers an alterna-
tive: developinga singleTK mechanisminsteadof multi-
ple testtemplates.This alternative hasseveraladvantages:
a singleTK mechanismis easierto maintain,canoftenbe
portedmoreeasilyto similaror follow-ondesigns,andmost
importantly, it coexists with other TK mechanismsin the
samestimuli. Thelattermeansthatthecombinationof sev-
eral TK mechanisms,aimedat differentcoveragemodels,
typically resultsin stimuli that would not be generatedby
themultiple test-templateapproach.

3 TestingKnowledgeExamples

ResourceContention System-levelbugsareoftenrelated
to scenariosin whichseveralconsumerscontendfor theus-
ageof a singleresource.It is thereforebeneficialto create
a TK mechanismthatcausesmultiple agentsin thesystem
to accessasingleresource,preferablyduringa limited time
interval.

Oneway to causecontentionfor resourcesis thoughan
addresscollision mechanism.In many systemstheconcept
of a system-addressis the main way to identify resources.
In thesesystems,it is typically beneficialto causemultiple
accessesto the sameaddresses.This is especiallytrue in
systemswith a complex cachehierarchy:Completelyran-

dom accesseswould practically only causecachemisses,
while addresscollisionswould alsocausecachehits, cast-
outs,andpotentiallyvariouscacherelatedcornercases.

An addresscollisionmechanismcanbeimplementedus-
ing aqueuethatcontainspairsof theform � address� length�
(length is the numberof bytesaccessesby a transaction).
Following every transactionthatusesanaddress,wepusha
new pair into thequeue,andpotentiallyremoveapair if the
queueis full. With somepredefinedprobability, theaddress
andlengthpropertiesof a new transactionaregeneratedto
form a collisionwith oneof thepairsin thequeue.

Note thatwhile stimuli thataimsat resourcecontention
is notanew ideain thecontext of verification,thepresenta-
tion herefocuseson a reusableandabstractmechanismfor
creatingsuchstimuli.

TK for Addr essTranslation Most modernsystemssup-
port severaladdressspaces,andimplementaddresstransla-
tion mechanismsbetweenthesespaces.Examplesfor such
translationmechanismscanbe found in processors,in bus
bridges,andin high-endinterconnectsuchasInfiniBand.

Onetypeof TK for addresstranslation,whichis anatural
follow-onto resourcecontention,is reusingthesametrans-
lation tableentry multiple times,or invalidatinga transla-
tion tableentry that residesin a cache(TranslationLook-
asideBuffer).

A differenttypeof TK relatedtoaddresstranslationdeals
with the placementof accessesrelative to virtual pagesor
segments. Most translationmechanismspartition the ad-
dressspaceinto asetof pages,or segments.Theplacement
TK is aimedto betterstimulateaddresstranslationrelated
hardware. With someprobability, this mechanismplaces
anaccessin a mannerthatwould causeoneof threeplace-
mentevents(seeFigure1): (a)Vicinity: anaccessis placed
nearthebeginningof a page(segment),or nearits end;(b)
Boundary: an accessis placedat the very beginning of a
page(segment),or at thevery endof it; And (c) Crossing:
anaccessstartsin acertainpage(segment),andendsin an-
other.

Eachof thesethreeeventsmay activatea control-logic
that relatesto a certaincorner-casein the DUV. For a spe-
cific example,seeSection4.

’Vicinity’ placement ’Boundary’ placement

’Crossing’ placement

Figure 1. Placement testing kno wledg e

Topology and Configuration TK actor choice pattern
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P0 P1 P2 P3 P4 P5 P6 P7
Mem0
Mem1 1

8
Mem2 1

8
1
4

1
8

Mem3 1
4

1
8

Table 1. Non-unif orm probability matrix

(ACP) is a TK mechanismsaimedat systemswith multi-
ple instancesof thesamecomponenttypes.

For example,considerasystemwith eightprocessingel-
ements(PEs,e.g.,processors)andfour memories,in which
eachPEcanaccesseachmemory. Theprobability of gen-
eratinga transactionbetweenany pair of a PEanda mem-
ory in this systemis 1

4 � 8 � 1
32. ACP aims at generating

more’interesting’pattersfor transactionsthat involve sev-
eral components(actors). The mechanismcreatesa non-
uniform distribution function,andusesthis function when
choosingactorsfor newly generatedtransactions.Thedis-
tributionfunctionfor atransactionthatinvolvesn actorscan
berepresentedasann-dimensionalmatrix. An examplefor
anon-uniformdistributionmatrix is shown in Table1.

Sparsematriceslike theoneshown in Table1 causethe
traffic in a certaintest-caseto concentratein only a fraction
of the interconnect.The basicTK behindACP is that for
eachtest-case,a sparseprobability matrix is created.This
probabilitymatrixcanbecompletelyrandom,or, it cantake
into accountissueslike the topology of the DUV, or its
configuration. Over a large numberof test-cases,we will
then form differentpatternsof stresson differentpartsof
the interconnect.Theeffectivenessandreusabilityof ACP
is driven from the fact that it increasesthe quality of in-
terconnecttesting,with almostno knowledgeof the struc-
tureof thesystem,andthroughaneasy-to-useandeasy-to-
implement,mechanism.

4 UsageExperience

Table2 comparesthecoverageachievedby two compa-
rabletools, usedsimultaneouslyfor the verificationof the
samedesign—ahigh-endmutii-processorsystemin IBM—
andimplementingthesameverificationplan. Thefirst line
comparesthe numberof simulationcycles consumedfor
testsgeneratedby eachof thetwo tools. X-Gen[2], which
containsTK, consumedaboutfivetimeslesssimulationcy-
clesthana previoustool, thatdoesnot. Becauseof theuse
of TK, the numberof test-templates(shown in the second
line) requiredto implementtheverificationplanwasmuch
smallerin X-Genthanin theprevioustool.

The rest of the table shows the functional coverage
achieved by the two tools on a set of coveragemodels.
Theseare cross-productmodels, that relate to eventson
several elementsof the system’s interconnectand to their

relationshipsin time (e.g. event1 x event2 x cycle �
di f f erence). X-Gen reachedbettercoverageon all of the
coveragemodels. Coverageresultsfor several othermod-
els,notshown here,aresimilar. In addition,X-Genexposed
several bugswhich canbe directly tracked to its usageof
TK. Wedonotdescribethesebugsheredueto lackof space.

Category X-Gen Previous tool
With TK No TK

Simulationcycles x1 x4.79
No. of test-templates 737 7168

Coveragemodel1 40.57% 37.10%
Coveragemodel2 43.84% 26.88%
Coveragemodel3 74.28% 68.30%
Coveragemodel4 61.14% 59.17%

Table 2. Usage experience - coverage

5 Conclusions

We definedtestingknowledgeasa generaltermthat re-
latesto methodsaimedto increasethe quality of automat-
ically generatedstimuli. We thenexplainedwhy the idea
of TK is particularlysuitablefor system-level verification:
it improvesthequality of verification,with a relatively low
cost,in a placeweretime andresourcesarescarce,andin
which verificationis a significantchallenge.We stressthe
conceptof TK asa basic,reusableelementof theverifica-
tion methodology.

We presenteda set of TK mechanismsorientedat the
systemlevel, andcomparedthecoveragegainedby two en-
vironmentsusedfor stimuli generationfor thesamedesign:
oneusingTK, andanotherthatdoesnot.

TheTK mechanismsandmethodsdescribedin thispaper
areimplementedin X-Gen[2], arandomtest-casegenerator
usedfor theverificationof severalsystemsin IBM.
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