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Abstract

Functionalverificationof systemss aimedat validating
the integration of previously verified componentsit deals
with complex designsandinvariably sufersfromscaicere-
souices.We presenta setof methodsgollectivelyknownas
testingknowledge aimedat increasingthe quality of auto-
matically genematedsystem-leel test-casesTestingknowl-
edcee reduceshe time and effort required to achieve high
coverage of the verifieddesign.

1 Intr oduction

Functional verification is acknavledgedas the bottle-
neckin the hardwaredesigncycle. Simulationis the main
functionalverificationvehiclefor large designsandthere-
fore stimuli generatiormplaysa centralrole in this field. In
this paper we presenta setof methodsaimedat improving
thequality of automaticallygeneratedest-casefor system-
level verification.We usetheterm Testingknowledge (TK)
toreferto suchmethodghataregeneric,andthatareuseful
for aavariety of hardwaresystems.

Coverageis our prime measuremerfor stimuli quality.
Ultimately, highercoveragemeansetterchance®f expos-
ing abug. TK tametsareaghatare,becausef theirinher
entcompleity, bug prone,andconsequentlyncreaseshe
coveragefor mary typical coveragemodels.

Theideaof TK waspreviouslyimplementedn test-case
generatorsrientedattheverificationof processorfl, 3, 4].
We are not aware, however, of a significanteffort to de-
velopasetof TK mechanisméor thesystemevel. General
purposeverificationervironments suchas Specman\era,
andTestBuilderprovide meangfor implementingTK. This
is typically donein the form of non-mandatoryor 'soft’)
constraintsHowever, the’softconstraintmechanisnalone
doesnotcontainary semanticknowledgeof theverifiedde-
sign.

Thecontrikutionof thispapeiis threefold:first, weintro-
ducetheconcepbf TK asa centralelementof systemveri-
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ficationmethodology Secondwe presenin aunifiedman-
ner a setof TK mechanismsve found useful. And third,
Theactor choicepatternTK mechanisnpresentedowards
theendof section3 is novel.

2 Motivation: TK and SystemVerification

TestingKnowledge Thestimuligeneratiodayerof aver-
ification ervironmentcan be roughly partitionedto two:
knowledge aboutthe specificationof the verified system,
and knowledgeaboutthe way it shouldbe verified. The
former definesthe setof valid teststhat canbeinjectedto
theDesignUnderVerification(DUV). Thelatter, whichim-
plementsthe verification plan, is a mixture of two types
of information: the first determineghe main specification
of the teststo be generated.lt is expressedhrough’test-
templates’of the form “100 transaction®f type A, and50
transaction®f type B”. The secondaimsatincreasinghe
quality of all the generatedest-casesand containsstate-
mentsof the type “by default, the ratio betweenvalid and
erroneougdransactionshouldbe 4:1"—this is whatwe re-
fertoasTK.

Given a test-templateasinput, a randomtest-caseyen-
eratorproducesa setof distincttest-casesall satisfyingthe
requirementspecifiedin the test-templateIn mostcases,
generatinghigh-quality complex scenarios require com-
plex testtemplates. Developing thesetest-templatess a
costly effort: this createsanincentive to move someof the
burdenfrom thetest-templatet thetesting-knavledge.By
doing so, we allow all the generatedests,and not just a
smallfraction of them,to benefitfrom theintelligenceim-
plementedn acomplex test-template.

In principal, randomstimuli generationervironments
producetest-casesvhich are uniform over the domainof
valid test-cases.TK biasesthe randomselectionof test-
casedowardsareashat have higherchancef increasing
coverageandexposinghardwarebugs.

System Verification A ’'system’is a setof components
connectedisingsomesortof interconnectcapableof per



forming a given setof transactions Componentsnay in-
cludeprocessorandotherprocessinglementsmemories,
bridges, DMA enginesgtc. An exampleof a transactioris
aMemory Mapped//O (MMIO).

Systemverificationdeals,in essencewith thevalidation
of theintegrationof severalpreviously verifiedcomponents
(cores,IP), andit copeswith threemajor challenges:(a)
large designs;(b) intricate systemspecifications,and (c)
limited resourcesandspecificallyshortschedules.

A main direction consideredas a possiblesolution to
thesechallengess reuse.Checlers(e.g.,assertionsjvritten
for lower level interfacesandcomponentganbe reusedat
thesystemlevel. Thesames truefor BusFunctionalMod-
els (BFMs): a BFM written for the verificationof a PCI/X
core for example canbereusedo injectinputto thesystem
asawhole.

TK embodiesanothertype of reuse. Here, we gain
knowledgeaboutprone-to-lug areasin one system(or at
theunit-level), andreusethis knowledgefor theverification
of others.An evenstrongerform of reusemay be achieved
if the stimuli generatoiitself allows the integrationof gen-
eral TK for aspecificdomain(e.g.,systemor SoCs).

Throughtheseforms of reuse,andby cutting down the
numberof requiredtest-templatesTK reduceshe costof
implementinga testplan. In mary casesa complex cov-
eragemodelcannotbe coveredby purerandomgeneration.
Theverificationteamthenfacesheneedto developalarge
setof highly constrainedest-templat¢o attackthedifferent
‘corners’ of this model. Theideaof TK offersan alterna-
tive: developinga single TK mechanisninsteadof multi-
ple testtemplates.This alternatve hasseveral advantages:
a single TK mechanismis easierto maintain,canoften be
portedmoreeasilyto similaror follow-ondesignsandmost
importantly it coexists with other TK mechanismsn the
samestimuli. Thelattermeanghatthe combinationof sev-
eral TK mechanismsaimedat differentcoveragemodels,
typically resultsin stimuli that would not be generatedy
themultiple test-templat@pproach.

3 TestingKnowledgeExamples

ResourceContention System-lgel bugsareoftenrelated
to scenariosn which severalconsumergontendfor theus-
ageof asingleresource.lt is thereforebeneficialto create
a TK mechanisnthat causesnultiple agentsin the system
to accesa singleresourcepreferablyduringalimited time
interval.

Oneway to causecontentionfor resourcess thoughan
addresscollision mechanismIn mary systemshe concept
of a system-address the main way to identify resources.
In thesesystemsit is typically beneficialto causemultiple
accesse$o the sameaddressesThis is especiallytrue in
systemswith a complex cachehierarchy: Completelyran-

dom accessesvould practically only causecachemisses,
while addressollisionswould alsocausecachehits, cast-
outs,andpotentiallyvariouscacherelatedcornercases.

An addresgollisionmechanisntanbeimplementedis-
ing aqueuethatcontaingairsof theform (addresslengh)
(lengh is the numberof bytesaccessedy a transaction).
Following everytransactiorthatusesanaddresswe pusha
new pairinto thequeueandpotentiallyremove a pair if the
gueusis full. With somepredefinecgrobability, theaddress
andlengthpropertiesof a new transactioraregeneratedo
form a collision with oneof the pairsin the queue.

Note thatwhile stimuli thataimsat resourcecontention
is notanew ideain thecontext of verification,the presenta-
tion herefocuseson a reusableandabstracimechanisnfor
creatingsuchstimuli.

TK for AddressTranslation Mostmodernsystemssup-
portseveraladdresspacesandimplementaddresgransla-
tion mechanism&etweerthesespaces Exampledor such
translationmechanismganbe found in processorsin bus
bridges,andin high-endinterconnecsuchaslinfiniBand.

Onetypeof TK for address$ranslationwhichis anatural
follow-onto resourcecontentionjs reusingthe sametrans-
lation table entry multiple times, or invalidating a transla-
tion table entry that residesin a cache(TranslationLook-
asideBuffer).

A differenttypeof TK relatedto addressranslatiordeals
with the placemenbf accesseselative to virtual pagesor
segments. Most translationmechanismgartition the ad-
dressspacento a setof pagespr segments.Theplacement
TK is aimedto betterstimulateaddresdranslationrelated
hardware. With someprobability, this mechanisnplaces
anaccessn a mannerthatwould causeoneof threeplace-
mentevents(seeFigurel): (a) Vicinity: anaccesss placed
nearthe beginning of a page(segment),or nearits end; (b)
Boundary an accesss placedat the very beginning of a
page(segment),or at the very endof it; And (c) Crossing
anaccesstartsin a certainpage(segment),andendsin an-
other

Eachof thesethreeeventsmay activate a control-logic
thatrelatesto a certaincornercasein the DUV. For a spe-
cific example,seeSectiond.

"Vicinity’ placement ‘Boundary’ placement
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Figure 1. Placement testing knowledg e
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Table 1. Non-unif orm probability matrix

(ACP)is a TK mechanismaimedat systemswith multi-
pleinstance®f the samecomponentypes.

For example,considera systemwith eightprocessingl-
ementgPEs,e.qg.,processorsandfour memoriesjn which
eachPE canacceseachmemory The probability of gen-
eratinga transactiorbetweenary pair of a PEanda mem-
ory in this systemis ;1 = 2. ACP aimsat generating
more’interesting’ pattersfor transactionghatinvolve sev-
eral componentgactors). The mechanisncreatesa non-
uniform distribution function, and usesthis function when
choosingactorsfor newly generatedransactionsThedis-
tributionfunctionfor atransactiorthatinvolvesn actorscan
berepresentedsann-dimensionamatrix. An examplefor
anon-uniformdistribution matrix is shovn in Table1.

Sparsamatricedik e the oneshavn in Table1 causethe
traffic in a certaintest-caséo concentraten only afraction
of the interconnect.The basicTK behindACP is that for
eachtest-casea sparseprobability matrix is created. This
probabilitymatrix canbecompletelyrandom or, it cantake
into accountissueslike the topology of the DUV, or its
configuration. Over a large numberof test-casesywe will
thenform different patternsof stresson differentpartsof
theinterconnect.The effectivenessandreusabilityof ACP
is driven from the fact that it increaseghe quality of in-
terconnectesting,with almostno knowledgeof the struc-
tureof the systemandthroughan easy-to-us@andeasy-to-
implement,mechanism.

4 UsageExperience

Table2 compareghe coverageachieved by two compa-
rabletools, usedsimultaneouslyfor the verificationof the
samedesign—ahigh-endmutii-processosystemn IBM—
andimplementingthe sameverificationplan. Thefirst line
compareshe numberof simulation cycles consumedfor
testsgeneratedy eachof the two tools. X-Gen[2], which
containsTK, consumedboutfive timeslesssimulationcy-
clesthana previoustool, thatdoesnot. Becausef the use
of TK, the numberof test-templateg¢shavn in the second
line) requiredto implementthe verificationplanwasmuch
smallerin X-Genthanin theprevioustool.

The rest of the table shawvs the functional coverage
achieved by the two tools on a set of coveragemodels.
Theseare cross-producimodels, that relate to eventson
several elementsof the systems interconnectandto their

relationshipsin time (e.g. evertl x evert2 x cycle—
dif ferenc§. X-Genreachedbettercoverageon all of the
coveragemodels. Coverageresultsfor several othermod-
els,notshovn here,aresimilar. In addition,X-Genexposed
several bugs which canbe directly tracked to its usageof
TK. Wedonotdescribehesebugsheredueto lack of space.

Category X-Gen Previoustool
With TK No TK
Simulationcycles | X1 x4.79

No. of test-templates| 737

Coveragemodell 40.57%
Coveragemodel2 43.84%
Coveragemodel3 74.28%
Coveragemodel4 61.14%
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37.10%
26.88%
68.30%
59.17%

Table 2. Usage experience - coverage

5 Conclusions

We definedtestingknowledgeasa generaltermthatre-
latesto methodsaimedto increasethe quality of automat-
ically generatedstimuli. We then explainedwhy the idea
of TK is particularlysuitablefor system-lgel verification:
it improvesthe quality of verification,with arelatively low
cost,in a placeweretime andresourcesrescarceandin
which verificationis a significantchallenge.We stressthe
conceptof TK asa basic,reusableslementof the verifica-
tion methodology

We presenteda setof TK mechanism®rientedat the
systemlevel, andcomparedhe coveragegainedby two en-
vironmentsusedfor stimuli generatiorfor the samedesign:
oneusingTK, andanotherthatdoesnot.

TheTK mechanismandmethodsdescribedn thispaper
areimplementedn X-Gen[2], arandomtest-casgenerator
usedfor the verificationof severalsystemsn IBM.

References

[1] A. Aharon, D. Goodman, M. Levinger, Y. Lichtenstein,
Y. Malka, C. Metzger M. Molcho, and G. Shurek. Test
programgenerationfor functional verification of PoverPC
processorsn IBM. In 32ndDesignAutomationConfeence
(DAC95), page279-285,1995.

[2] R.Emek,l. Jager, Y. Naveh,G. Bergman,G. Aloni, Y. Katz,
M. Farkash,l. Dozoretz,andA. Goldin. X-Gen: A random
test-casegeneratorfor systemsand SoCs. In IEEE Inter-
national High Level Design Validation and Test Workshop
pagesl45-150CannesFrance October2002.

[3] L. Fournier Y. Arbetman,andM. Levinger. Functionalveri-
fication methodologyfor microprocessorasingthe Genesys
testprogramgeneratar In DesignAutomation& Testin Eu-
rope(DATE99) pagesA34—-441 Munich, March1999.

[4] Obsidiansoftware.Raven(TMBoftwae User'sManual May
2001. http://www.obsidiansoftare.com/files/manual.pdf.



